Abstract-The
in communication impacts the application utilizing Bluetooth technology. The application dictates the reliability requirements for the wireless network as well as the relevant performance measures, i.e., throughput, packet latency, outage probability, etc. A central requirement for evaluating a number of performance measures is the probability of collision [3] . Focusing on the Bluetooth asynchronous connection-less (ACL) links, a collision defines the event where one or more Bluetooth interference signals corrupt the desired Bluetooth data packet, such that the retransmission of the data packet is required. The environment in which the network operates will also influence the likelihood of mutual interference, e.g., density of interfering piconets, propagation characteristics of the building, etc.
Mutual interference involving Bluetooth technology has been addressed by several research groups [4] [5] [6] [7] . Karnik and Kumar [5] provide an analytical model for the outage probability based on a single-room office environment. Zürbes et al. [6] provides an estimate of the number of colocated simultaneous piconets based on simulation results for a single-room scenario. Florén et al. [4] provides throughput analysis based on Bluetooth-like slow-frequency hopping devices operating in a wireless network.
The goal of the research presented in this paper is to provide an analytical model for evaluating mutual interference involving Bluetooth technology, for an arbitrary operational environment. The analytical model results are tested for consistency against empirical test results. The approach used is similar to the approach the author and colleagues developed for studying the coexistence issue between Bluetooth and IEEE 802.11b [3] , [8] [9] [10] [11] [12] . A three-step approach was used in developing the analytical model: 1) characterize mutual interference under static conditions, (i.e., Bluetooth interference signal and desired Bluetooth signal remain stationary) 2) characterize mutual interference in a scenario with a single-interference signal source in which both the desired and interference signal operate per the Bluetooth specification, 3) characterize Bluetooth performance when operating in an arbitrary environment with multiple interfering Bluetooth piconets functioning independently.
Step 1, characterizing mutual interference based on empirical test results, is presented in Section II. The single-interferer scenario, Step 2, is discussed in Section III. The analytical models developed for Steps 1 and 2 were compared with empirical test results in order to substantiate the models. The analytical model derived for the single interferer is extended in Section IV to 0018-9545/03$17.00 © 2003 IEEE examine Bluetooth performance when operating in an environment with multiple Bluetooth piconets. Results from evaluating the model are also presented in Section IV. Conclusions are presented in Section V.
II. CHARACTERIZATION OF MUTUAL INTERFERENCE
Bluetooth protocol is based on frequency hopping with time-division duplexing between the master and slaves within a piconet. The transmission bandwidth is nominally 1 MHz with 79 hop frequencies uniformly distributed within the 2.4 GHz industrial, scientific, and medical (ISM) band. The hop frequency is nominally 1600 hops/s. Packet transmission timing is based on 625-s time slots corresponding to a set hop frequency. The analytical model presented in the paper examines the impact of mutual interference on the ACL, i.e., data transmission. Within Bluetooth, this is carried out using two general classes of packets: data medium (DM) and data high (DH) rates. Both packets employ a cyclic redundancy code (CRC), which is used to verify the transmission at the receiver with the receiver acknowledging (ACK) the transmission. DM packets incorporate forward error correction while DH packets do not. A single DM or DH packet can have a duration of 1, 3, or 5 time slots, with DH1 representing a single-time-slot DH packet. A DH1 packet transmission has a maximum duration of nominally 366 s and approximately 250 s is required for synthesizer retuning. The Bluetooth transmit power is nominally 0 dBm with up to 20 dBm allowable with power control [1] and [2] .
Characterizing the interference-to-signal-power threshold , at which a packet's retransmission is likely to be required, is presented in this section. That is, if , then the event occurs where is the received interference-to-signal-power ratio at the input to the desired Bluetooth receiver. Based on the author's previous work on analyzing the coexistence between IEEE 802.11b and Bluetooth piconets [3] , [9] , [11] , characterizing for both cochannel and adjacent-channel interference is essential in order to effectively characterize . The Bluetooth specification [2] specifies the signal-to-interference ratio tolerances versus carrier frequency. The specification is based on the receiver maintaining the desired residual bit error rate at the specified . The specification requirements do not take into account all events that can lead to , e.g., corrupted header. In order to evaluate , the characteristics of resulting in the packet being required to be retransmitted need to be evaluated. Therefore, was evaluated over both and the carrier-frequency offset where is the frequency separation between the desired Bluetooth signal's carrier frequency and the interfering Bluetooth signal's carrier frequency. An empirical study was conducted in order to characterize and, based on the data collected, an analytical model of was determined. The test setup used for the empirical measurements is depicted in Fig. 1 . The Bluetooth Master and Slave were based on the Ericsson Bluetooth starter kit (EBSK), compliant with version 1.1 of the Bluetooth specification. The Bluetooth signal was attenuated such that the signal at the Bluetooth slave was within the desired power level of the receiver 48.5 dBm. The Graph can also be interpreted as the conditional cdf of (f ).
expected packet error rate was estimated at the Bluetooth slave. Multiple tests were conducted varying the interference signal-transmit power and . The Bluetooth interference signal was based on using an Agilent ESG-D 4432 B RF signal generator transmitting a Gaussian-frequency shift-keying (GFSK) signal in accordance with the Bluetooth specification. The Bluetooth interference signal, for this test, was continuously transmitting; i.e., there was no packet structure to the transmitted interference signal. The desired piconet operated at a fixed frequency centered within the operating band. The interference signal was transmitted at a fixed carrier frequency for a given scenario. In order to estimate for each scenario, DH1 packets were transmitted from the Bluetooth Master, where a scenario was based on using a specific and . Fig. 2 presents the results obtained from a set of scenarios evaluated based on the test setup outlined above. Two contours are depicted in the graph, and , indicating curves of equal over the range of and . In [3] , it is shown that given packet collisions are independent and identically distributed (i.i.d), then . From the empirical test results, it is observed that the value of at which causes a collision is not deterministic, i.e., should be modeled as a random variable (RV). Therefore, the graph in Fig. 2 can also be interpreted as an estimate of the conditional cumulative distri- 
III. MUTUAL INTERFERENCE FROM A SINGLE BLUETOOTH INTERFERER
The scenario evaluated in this section is based on a single Bluetooth interference source in which both the piconet under test and the Bluetooth interferer are operating per the Bluetooth specification [2] . Empirical tests were conducted based on a test setup similar to the one presented in Section II, Fig. 1 . An analytical model was derived such that a comparison to empirical results obtained from a consistent set of tests was feasible. Table I contains a list of parameters with definitions and typical values used throughout the remainder of the paper.
For the empirical tests, the same EBSK as discussed in Section II was used for the Bluetooth piconet under test. For each test, the was estimated based on DH1 packets transmitted between the master and slave. The desired signal's DH1 packet contained a full payload corresponding to duration s and the desired signal was frequency hopped. The Bluetooth interference signal was again based on the Agilent ESG-D RF signal generator. The interferer transmitted DH1 packets on even time slots at a fixed carrier frequency , i.e., the interference signal was not frequency hopped. The duration of the interference signal corresponded to a DH1 packet with a full payload, 366 s (Fig. 6 ). The interference packet period was 1250 s. Each test was conducted at a fixed as measured at the Bluetooth slave node under test.
The conditional probability of collision given a single Bluetooth interferer with and , was estimated by averaging multiple tests conducted with the same and . In this fashion, variations in the conditional collision probability due to the relative time offset between the desired and interference packets was taken into account. In order to estimate based on the empirical data, tests were conducted for the same , but different . Therefore, using the principle of total probability (2) where is the number of Bluetooth carrier frequencies, 79, and is a Bluetooth carrier frequency within a hopping sequence. Assuming each carrier frequency is equilikely in the hopping sequence, then . In order to reduce the number of empirical tests conducted, (2) was approximated based on five values rather than 79. The five values evaluated were evenly spaced over the hopping pattern.
is graphed in Fig. 7 based on the empirical test results. An estimate of the 95% confidence bound is also depicted in Fig. 7 .
The single Bluetooth-interferer analytical model is based on evaluating under the following conditions for a collision. A collision occurs when the desired signal and the interference signal are time coincident and the interference-to-signal ratio based on the carrier offset between the two signals is sufficient to cause the Bluetooth packet to be corrupted. Examining Fig. 6 , a dichotomy based on time coincidence is evident and therefore (3) where the desired Bluetooth signal transmission is either time coincident with or Bluetooth interference packets, i.e., interference packets corresponding to time slots at different hopping frequencies. Assuming the relative timing offset can be modeled as a uniform RV , then it is straightforward to show that (4) where is the ceiling function. The corresponding probabilities and were obtained by evaluating the range corresponding to the event (5) In the analysis, it was assumed packet retransmission was required given any portion of the packet was time coincident with the interference transmission and given frequency coincidence as discussed below.
From (3) and based on the derivation for , (4),
where for the Bluetooth interference signal, the time slots are equilikely and independently loaded and is the loading factor, i.e., the fraction of the total number of Bluetooth time slots utilized. To illustrate, corresponds to each time slot being utilized by the interfering Bluetooth piconet and corresponds to on average 50% utilization. The probability the received at the Bluetooth slave exceeds the interference threshold is given by (7) where is the probability of the carrier offset . Since both the desired and interference signals are inde- pendently frequency hopping on the same channels, it is straightforward to show (8) Then substituting (1) and (8) into (7) (9) Therefore, a closed-form analytical model for is obtained by substituting (9) into (6) and then substituting (5) and (6) into (3). The analytical model was evaluated using a set of parameters consistent with the empirical testing. The results are depicted in Fig. 7 . As can be seen in the figure, the analytical results fall within the confidence bounds of the empirical test results.
IV. MUTUAL INTERFERENCE IN AN ENVIRONMENT WITH MULTIPLE BLUETOOTH INTERFERERS
In this section, the analytical model derived in Section III is extended to provide a method for evaluating when a Bluetooth piconet is operating in an arbitrary environment with multiple Bluetooth piconets functioning independently. The topology used in developing the analytical model is illustrated in Fig. 8 . The receive node of the Bluetooth piconet under test is located at the center of an environment in which other interfering piconets are operating. The transmit node of the Bluetooth piconet under test is located at a distance from . The interfering Bluetooth piconets are randomly located with equal probability within the environment. The distribution of the interferers is i.i.d. and is characterized by a uniform density with . The packet traffic at each interfering piconet is i.i.d and is governed by two parameters: the piconet loading factor and the probability the interfering piconet is active . The loading factor is the same as defined in Section III and indicates the likelihood that a packet is transmitted from an active piconet. The interfering piconet traffic between the master and slave is symmetric using the same Bluetooth packet-type DH or DM. This restriction is straightforward to modify but is not presented in this paper. In Section IV-A a derivation for the extended analytical model for is presented and in Section IV-B the analytical model is used to evaluate .
A. Probability of Collision Derivation
For evaluating in an environment with independent Bluetooth interferers with sufficient power to cause interference, the conditional probability of collision given is (10) The received power at the from both the interference signals and the are governed by their respective transmit powers and the attenuation due to RF propagation. For an arbitrary environment, as outlined above, there is an uncertainty in both the desired signal's path loss as well as the interference signals' path loss and, therefore, is an RV. In order to evaluate , is defined as the expected number of piconets with where is the mean value of evaluated at , i.e., . can, thus, be approximated by (11) where is the probability density function (pdf) of . The pdf of is not tractable but, as shown below, it is possible to estimate where the ordered sequence of threshold values is given by (12) Therefore, (11) can be expressed as
For a sufficiently small , ; then substituting into (13) (14) For the analysis results presented in Section IV-B, the threshold step size dB was used in (12) . Both and were estimated based on determining the number of Bluetooth piconets with . The approach is based on determining the effective area of interference where is the normalized interference to signal power ratio threshold dB (15) where and are the transmit powers at the desired and interfering Bluetooth transmitters, respectively. Using the effective area of interference, the number of interferers satisfying is (16) Based on a similar approach used by Jake [13] to determine the percentage coverage area of a cell, the author has derived a formula for determining the effective interference area [3] as follows:
(17) In (17), the signal propagation is based on a lognormal shadowing model with exponential path loss where is the path-loss exponent and is the lognormal shadowing standard deviation. Assuming independent shadowing for both the desired signal and the interference signals, then where and are the shadowing standard deviations for the desired signal and interference signal, respectively. The can be obtained by first noting from (15), . Using (16), the corresponding expected number of interfering Bluetooth piconets are also ordered . Therefore, the number of expected Bluetooth interfers with is and (18) In Section III, the derivation of , (3), was based on only the desired signal's packet transmission being corrupted. The corruption of the desired packet's ACK will also cause the event . The originating node needs to receive the ACK from the intended-receiving node. Based on the Bluetooth protocol, a packet ACK is part of the packet header. An alternative method for a packet retransmission due to a collision is for the packet header containing the ACK to be corrupted. Therefore, (3) needs to be extended (19) where is the event the packet is corrupted and is the event the header of the ACK packet is corrupted. These two events are assumed to be independent. The conditional probability of given is the same as (3), i.e.,
The conditional probability of given can be simplified under the assumption where is the duration of the combined packet header and packet-access code. This assumption is reasonable since s, which is less than the approximately 250 s required for synthesizer retuning during frequency hopping. Under this assumption, it is straightforward to show (21) Equation (14) can be evaluated by using (16) to determine and and by substituting (20) and (21) into (19) to determine .
B. Probability of Collision Analysis
The mutual interference is evaluated under various interference and radio-propagation environments. Ten variables are associated with evaluating (14) , which can be grouped into two sets of parameters as follows: 1) Bluetooth interference parameters 2) radio-propagation parameters
In order to examine the impact of mutual interference under different scenario conditions, is evaluated using (14) over a wide range of values for . As derived in [3] , measures of performance such as transmission latency, number of packet retransmissions, and packet error rate (PER) can be expressed in terms of . Specifically, can be related to the due to mutual interference; i.e., . In order to obtain a measure of the dependency of on each parameter, a technique similar to feature ordering, as presented in [14] , is used. By letting , a specific point in parameter space can be used to evaluate the collision probability by evaluating (14) at . The intraset dis- Fig. 9 . Weighting factors for the Bluetooth interference network parameters and radio-propagation parameters used to categorize parameter importance in
tance [14] for a set of parameter points is given by (22) where is the dimension of the sample space and is the unbiased sample variance of the parameter over the parameter points; i.e., A weighting function is then found that ranks the importance of each parameter in influencing the category of the set of parameter points. The weighting function is a transformation on the parameter space such that the intraset distance in the transformed parameter space is minimized under the constraint where is the weighting factor for the th parameter. As derived in [14] , the weighting factors based on the constraint are
The weighting factor is inversely proportional to the sample standard deviation of the th parameter. This technique is applied to categorize the parameters over the parameter points based on . A graph of with is presented in Fig. 9 . The results in the graph were based on evaluating (25), given the desired Bluetooth piconet was operating using DH1 packets. The interfering Bluetooth piconets were assumed to be transmitting Fig. 10 . Graphs of the sample mean (solid line) for the RF propagation parameters used in evaluating Pr [C] . Dashed lines represent 6 about the mean.
single time-slot packets, DH1 or DM1. Both the Master and the Slave of the interfering piconets could interfere with the desired packet transmission; therefore, s was used, i.e., transmission on both the even and odd time slots. The transmit power was 0 dBm for both the desired and interfering Bluetooth transmitters dB and dB , respectively. Table II presents Bluetooth interference network parameters, respectively. Based on the graphs in Fig. 9 , it is evident that all the parameters play a similar importance in determining based on the parameter space evaluated with the one notable exception, . From the graph versus in Fig. 11 , a low Bluetooth interference density tends to be required for the probability of collision to be less than approximately 20%.
plays an increasingly less important role as increases; this can be noted by the increase in the variance in the corresponding graph in Fig. 11 .
Figs. 9 through 11 provide insight into the importance of each parameter for influencing , but they do not clearly show the interrelationship between the parameters. To illustrate the interrelationship, contours of equal are evaluated over ranges of several parameters. Fig. 12 illustrates the interrelationship for two contours of equal probability, and . The contours are over ranges of four of the parameters. The contours of equal were determined over the ranges specified in Table II for and . In addition, separate contours were evaluated for each of the nine permutations of and where, in the figure, the value of is indicated by the line type and the value of is indicated by the marker type. The remaining parameters were set as follows:
dB, dB, s, dB, , and s. For low-interferer density piconets m , is feasible given that is sufficiently large. This corresponds well with the single interferer Pr[C] results depicted in Fig. 7 with of approximately 30 dB. For the same interferer density, it is unlikely that , except if with and sufficiently large. The analysis results depicted in Figs. 9 through 12 provide an indication of how a Bluetooth network's performance may be impacted by other Bluetooth piconets collocated within the environment. As can be seen in the graphs, the impact can vary significantly, Pr [C] of approximately 0% to nearly 100% depending on the operational environment. By establishing a performance goal for a Bluetooth piconet, e.g.,
, it is possible to evaluate the goal based on the variations in the anticipated operating environment. In order to illustrate this, the parameter space as specified in Table II with s is used to define the anticipated operating environment for a Bluetooth piconet and is used as the performance goal. Note that variations in both the operating environment and the performance goal will be application specific. The fraction of the parameter space that results in , i.e., Table I and with T = 625 s.
is used to evaluate the performance goal over the variations in the operating environment where is the cardinality of a set. Fig. 13 depicts graphs of (26) for three transmit-interference-tosignal ratios . The permutations in are based on the Bluetooth transmit power of either 0dBm or 20 dBm where 20 dBm transmit power is achieved by using an additional amplifier. Based on the Bluetooth specification, the optional 20 dBm transmit power can be utilized when power control is employed. The analysis results do not incorporate power control for the 20 dBm transmitter, but the results are useful for illustrating the need for using power control. From the graph of in Fig. 13 , a little less than 60% of the scenarios result in a . If a low-power Bluetooth piconet attempts to communicate in an environment with high-power Bluetooth interferers, then the number of scenarios drops by 40%, to less than 20% of the scenarios supported with . The 40% difference in the number of scenarios supported at holds over a wide range of . Utilizing power control for high-power Bluetooth transmitters would provide an improvement in the number of scenarios supported. Additional improvement in could be achieved by establishing a restricted usage policy for the Bluetooth piconet. This essentially means restricting the operational space in order to favor the desired outcome, e.g., if feasible limit the interference (reduce range) and/or limit the coverage range of the desired network (reduce range).
V. CONCLUSION
A method for analytically evaluating mutual interference for Bluetooth technology is presented. Models were developed for a single Bluetooth interferer as well as an arbitrary environment with multiple independently operating interfering Bluetooth piconets. The single-interferer analytical model was compared against empirical test results. The analytical results fell within the 95% confidence bounds of the empirical tests. The analytical model for evaluating the mutual interference is based on two sets of parameters: Bluetooth interference and radio propagation. The analytical model was evaluated over a wide range of values in a multidimensional parameter space. Based on the results, the parameter importance in evaluating was determined and relationships between parameters were illustrated. A comparison was also made between low-power Bluetooth transmitters, 0 dBm, operating in an environment with interferers with comparable transmit powers as compared to an environment with high power, 20 dBm, interferers without power control. The results indicate a 40% decrease in the number of scenarios in which the collision probability is less than 10%. The analytical model presented is a general approach well suited for evaluating mutual interference for applications using Bluetooth DH packet types.
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